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1. Types Of VPNs offered by the EdgeBOX 
 The EdgeBOX supports three VPN connections, PPTP, IPSec, and L2TP.  These 
connections are used in different ways and for different reasons. Below you will find three brief 
examples of the uses of these VPNs. 
 

1.1 PPTP VPN 
PPTP VPN connections are used for remote users to connect to the corporate network from 
anywhere on the internet.  
 
 
 

 
 
 

 

1.2 IPSec VPN 
IPSec VPN Tunnels are used to connect two separate networks together. As shown below. 
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1.3 L2TP VPN 
L2TP allows for branch offices to connect to the corporate head quarters via VPN. 
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2. Configuring VPNs 
In order for any VPN to work edgeBOX must be connected to the internet and have a public IP 
address.  
 

2.1 PPTP VPNs 
PPTP connections are by far the simplest to use and the most frequently encountered. There 
are a few prerequisites for you to be able to establish a PPTP connection, they are listed 
below. 
1. The edgeBOX must have an internet connection with a public IP address. 
2. The edgeBOX firewall must be activated. 
3. There must be a user, or group of users, with PPTP access. 

 
After ensuing the prerequisites are met, you may configure PPTP access as follows: 

 
Log into the edgeBOX via https://[IP of the edgeBOX]:8011 
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Now click on VPN, then PPTP. 

Click on 
Security. 
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Once the configuration is complete remote users can connect by using standard PPTP software.  
 
There are numerous products on the internet to connect to the PPTP VPN. Windows XP has one 
built in, you may use DigiTunnel PPTP VPN for the MacOS, or pptp-linux for linux.  

The service 
must be 
started in 
order to create 
a PPTP VPN Here you must select local or 

remote authentication. If you select 
remote you must insert the 
Remote Radius Configuration. 

Configure the IP address ranges 
for the VPN Connections. 
“Remote From” is the starting IP 
address and “Remote To” is the 
ending IP address 
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2.2 IPSec VPNs 
 
As stated previously, IPSec VPNs are used to connect two private networks across the internet. 
They may also be used to connect to a specific host. They must be configured on both ends. We 
will describe below how to set up an IPSec connection between two edgeBOXes, but you may 
configure an IPSec connection with any other device (that supports standard IPSec VPNs) and 
the edgeBOX, if you feel comfortable configuring the other device. 
 
Let’s take a look at the example from previously. This time with real world values. 
 

 
 
To configure an IPSec connection we will need to configure both edgeBOXes with different 
parameters.  
 
Log into the edgeBOX via https://[IP of the edgeBOX]:8011 
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You will need to have the service running, before adding the tunnel. 
 
 

EdgeBOX 1 

 

EdgeBOX 2 

 

Click on VPN then 
IPsec 

The tunnel Name 

10.0.2.0 192.168.100.0 

255.255.255.0 255.255.255.0 

192.168.100.0 
10.0.2.0 

255.255.255.0 
255.255.255.0 

66.94.234.1
64.233.187.99 

The tunnel Name 

The Pre-shared Key 
must be identical. 
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These settings 
must be identical 
on both sides of 
the tunnel. 

In this window you can add the 
services of the edgeBOX 
available to users of edgebox2. 

In this window you can add the 
services of the edgeBOX 
available to users of edgebox1. 
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Once you have your configurations in place, you must start the tunnel on both sides. Simply 
select the tunnel and click on start. 

 

Here you can specify what hosts 
on this network are or are not 
visible to the other network. 

Here you can specify what hosts 
on this network are or are not 
visible to the other network. 
 

Select the tunnel. 

Click 
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2.3 L2TP VPNs 
L2TP Tunnels are simple to create, provided you have a standard VPN concentrator, you will only 
need the following pieces of information. 

1. The concentrators public IP address. 
2. A username and password. 
3. A Pre-shared Key 

 
To configure the L2TP VPN, simply: log into the edgeBOX via https://[IP of the edgeBOX]:8011 
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Once you have started the service the edgeBOX will establish a connection with the VPN 
concentrator. 
 
 

Click on 
Security. 

Click on VPN 
then L2TP. 
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3. Where to get more information 
Below is a list of web sites to get help, or more information on the VPNS listed above. 
 

·  http://computer.howstuffworks.com/vpn.htm 

·  http://en.wikipedia.org/wiki/Vpn 

·  http://www.microsoft.com/technet/itsolutions/network/vpn/default.mspx 

·  http://tools.ietf.org/html/rfc2764 

·  http://www.vpnc.org/ 

·  http://vpn.shmoo.com/ 

 
 
 
 


