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EdgeBOX email server, by default, allows no clients to send emails. This is to stop PC’s sending
email to edgeBOX, which it is then requested to forward onto another email server. This method
is typically used to send spam mail.

If you use the Webmail application, edgeBOX will allow you to send mail, as the mail is originating
from edgeBOX, however, LAN PC'’s, using, for example, Outlook, will not be able to send mail if
they use edgeBOX as a mail server.

To allow your LAN users to send mail from their PC’s you must configure edgeBOX to specifically
allow them to send mail, if you do not, you will receive a “relay denied” message.

Note: User are required to have “Regular Services” checked to use email (See NAC, Users tab,
List Tab to create new users or to edit current users’ access.

To use edgeBOX as a mail server, we first need to configure the email service.

Email Configuration

1. Go to the Collaboration menu, “Email Server” tab.
The following would be a typical view of this panel:

Service State! RUHHING
Global I Access Contral | Alias |

Email Diomain(s):

add | Ede | ekt |
‘Webmail Domain: I-Select ‘Webmail Domain- LI
Storage: i+ Local € Remote

Max, Connections: Iinf Max, Message Size: |inf (KEykes)

¥ Block Unresolvable Domains

[~ SMTP Relay Support
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1.1. Select “Add” to add an Email Domain (ie.”"example.com”)

Note: If you want to use the edgeBOX to receive and send mail externally , the Email domain

must be a publicly registered domain.

-SMTP Configuration

Service State: RUHHING

alabal \". Access Control \'nll.ﬁ.lias \"I.
~Glohal

Email Domains):  |qwgrm nle.com

| oadd | Ede

Webmail Domain: "example.cnm

Skorage: i Local

{1 Remote | /

Max, Connections: | inf

[ ] SMTP Relay Suppoy

1.2. Select the Webmail Domain, if you want to use WebMail (Under the Applications Menu, see

image below)
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Note: To access the Webmail Application on the edgeBOX, select it from the Main Panel
“Applications -> Webmail”. The users login using their edgeBOX account “Username” and
“Password”.
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2. Additional Configuration

When a malil is to be sent from a PC which is on the edgeBOX LAN, edgeBOX receives the
mail and checks to determine if the PC is allowed to relay mail.

There are two methods of informing the Mail Server of the machines that are allowed to send
mail:

If the hostname (or IP) is in the “Relay Domain List”, mail may be sent
If the PC has an entry in the internal DNS domain (and can thus be resolved by the
Server), mail be sent

If neither of the two conditions are met, mail will not be allowed to be sent.
One method to “guarantee” that LAN based PC'’s can send mail, is to use the edgeBOX

DHCP server for PC (LAN) IP addresses. In addition you must set a prefix name for the
DHCP range.

Note: The domain name (Router -> Interfaces, “Hostname and Domain” tab) must match
the (Router -> DNS, General tab) domain in DNS, which must be an internal domain.

2.1 To set a DHCP prefix, go to the Router -> DHCP menu and press the New button (to add
a DHCP range).

If you already have a DHCP range set and this does not have a prefix, you will have to delete
the range first and then add the range again, this time with a prefix.

If you do not wish to use the edgeBOX as a DHCP server (eg you may be using a MSoft
DHCP server), the email from the PC will not be recognised as coming from a recognised
domain.

The ‘trick’ is to set up the DHCP range as if you were going to use edgeBOX as the DHCP
server. Set a Prefix and Stop the edgeBOX DHCP server.

This will place the appropriate entry into the DNS file.
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2.2 You now need to add an Internal DNS entry for your domain.
Go to Router -> DNS and select the “New” button.

The “Domain Name” must match the domain name of your system (Router —> Interfaces,
“Hostname and DQmain” tab)

Also, the domain must be Internal.

2.3 Login to webmail, from a PC on the LAN and send an email to an external account If the mail
is sent, this shows that the mail server is configured correctly
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2.4 Configure your PC mail client (eg Outlook) and send a mail message. If the mail still gives a
mail relay denied message, you have not correctly setup the DHCP or DNS.

One way to be sure is to do a reverse lookup on the PC’s IP address. To do this, open a
command window on the PC which is attempting to send mail and type: nslookup

Then type the IP address of the PC. This should resolve to a name, as shown below. If it does
not resolve, the problem is with the DNS/DHCP configuration.

Email Configuration edgeBOX V4.3 Revision1.0 Page 7



APPENDIX A - OUTLOOK EXPRESS CONFIGURATION
4. Setup Outlook Express.

4.1. . Open up Outlook Express
Go to Tools and then Accounts

4.2.Select Add and Select Mail

4.3. Add an appropriate name for yourself in the Display Name Box
(e.g. Anita De Silva).

4.4. Select ‘Next'.
4.5. Enter your email address (asilva@example.com) in the Email address box. This must be
your actual email address that the edgeBOX will know you by. This means that the email

domain (example.com) must be correct and the prefix (asilva) must be an account that is set
up on the edgeBOX.

4.6. Select ‘Next'.
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4.7. You will be presented with the following menu.
Enter the IP address of the WAN interface of the edgeBOX
Typically you will select POP3 as the server type.
Select the Next button after filling in the form details.
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4.8. Enter the Username and Password as they are in the edgeBOX user account
configuration.

Select ‘Finish’ then ‘Close’

The User can now receive and send mail. The users can test this by sending a mail
message to their own mail account (asilva@example.com).
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APPENDIX B - OUTLOOK CONFIGURATION

5. Outlook configuration.

4.1 Open up Outlook.
Go to Tools and then Email Accounts
Select Add a New Email Account and then Select the Next button
Select POP3 and then the Next button

You will now be presented with the following form:

Your Name : Add an appropriate name for yourself

E-Mail Address : Your username followed by the correct mail domain

User Name: Login name, as setup when the user was added to the edgeBOX.
Password : Password of the User, as setup when the user was added to the
edgeBOX

Incoming mail server (POP3) : Enter the IP address of the WAN interface
Outgoing mail server(SMTP) : Same address as above
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5.2. Select the Test Account Settings button.
You should see the following output.
If you encounter errors, check the information you entered in the main form.

5.3. Select Next and then Finish.

You can now send yourself an email as a final test.
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