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����
����ntroduction: 
 
The “VPN” panels allow the configuration of edgeBOX for IPSec, PPTP and L2TP connectivity.  
 

·  IPSec is typically used to connect two offices. Allowing each office encrypted access to computers on each others LAN (as if 
they were in the remote office) 

·  PPTP allows an encrypted connection from an individual computer to the office. 
·  The L2TP panel allows edgeBOX to be configured as an L2TP client. The connection is unencrypted. 
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���� AQ’s 

���� an I use my existing IPSec equipment (eg Checkpoint, Cisco Concentrator) to form an IPSec tunnel with edgeBOX? 
 Yes, edgeBOX has been successfully configured to connect to a number of appliances.  

It is however much easier to configure two edgeBOXes, as the panels are easier to match (ie they use the same nonclemature), 
and of course, you only require support from one provider for assistance. 
 

����  number of staff require access to the office intranet and mail server whilst traveling, can edgeBOX supply this functionality? 
 The PPTP panel allows users encrypted access to servers on the office LAN from anywhere they have access to the Internet 
 

����  can access my office via PPTP from a local internet cafe, however I cannot do so from my home. Why not? 
 This requires investigation, but one of the common problems is that the LAN from which you are connecting (in this case your  

home) CANNOT have the same network address as the office LAN. That is, if your home uses 192.168.0.0 and you office also  
uses this network, VPN (IPSec or PPTP) will not be able to be established. One of the LAN’s would have to be changed. 
 

����  can PPTP into the office from my hotel, but my colleague cannot when I am already connected. 
 This is because when you connect, the edgeBOX notes the IP of your hotel’s gateway. When a second user also connects it is  

with the same hotel gateway IP and cannot thus connect. 
 

����  hen at work, I can connect to an external server, but when I use a PPTP connection from home, I cannot login to the external 
server. 
 This is probably because the server allows connections from your office gateway IP, however, when you use PPTP, the  

External server is not accessed via your office gateway, but via your local internet connection which will have a different IP  
address. The external server would need to accept your local gateway IP address.
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���� ypes of VPN’s available  
 
The EdgeBOX supports three VPN connections, PPTP, IPSec, and L2TP.  These connections are used in different ways and for 
different reasons. Below you will find three brief examples of the uses of these VPNs. 
 
·  PPTP VPN 

 
PPTP VPN connections are typically used for remote users to connect to the corporate network from anywhere on the internet.  
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·  IPSec VPN 
 

IPSec VPN Tunnels are used to connect two separate networks together. As shown below. 
 
This method is typically used to connect branch offices to the main corporate site. 
 
You may also connect a branch office to multiple offices  (each VPN must have a different internal network address). 
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·  L2TP VPN 
 

L2TP allows for branch offices to connect to the corporate head quarters via VPN. 
 
edgeBOX can be configured as a client, but the connection is unencrypted, thus IPSec and PPTP are preferred. 
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���� etting up a PPTP VPN 
 
To allow users to make a connection from the internet to a LAN protected by an edgeBOX the following steps are required on the 
edgeBOX: 
 
·  Login to edgeBOX as admin 
·  Go to the “Security” �  “Firewall” menu and make sure the firewall is on 
·   Go to the “Security” �  “VPN”  �  “PPTP” menu and confirm that PPTP is running 
 

  
 

·  Set an appropriate IP range that remote users will acquire when they access the system via a PPTP connection 
o Make sure you have a sufficient range to support the likely number of simultaneous PPTP users (In the example above, 

there are sufficient IP’s to allow 11 simultaneous PPTP connections) 
 
Note:   The IP range cannot overlap with your DHCP range 

Computers with static IP addresses cannot be using any of the IP’s in this range 
The local LAN network address of the PPTP client must differ from the edgeBOX LAN network address  
(ie a network cannot be in two different locations) 
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Note: The user account settings which you are using to login 
(NAC �  Users �  List) require PPTP to be checked. 
 

 
 
You can now connect to the edgeBOX to access services on the edgeBOX LAN (including access to edgeBOX via its LAN IP). 
 
The following details a Windows XP and an Ubuntu Unix PPTP client configuration. 
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���� indows XP PPTP Configuration 
 

·  To create a Windows PPTP connection, go to ”Start” �   “Control Panel” �   “Network Connections” 
·  Select “Create a New Connection” and select “Next” on the Wizard 
·  Select “Connect to the network at my workplace” and press “Next” 
·  Select “Virtual Private Network Connection” and then press Next 
·  Enter some descriptive text for this connection and press “Next” 
·  Select “Do not dial the Initial Connection” and press “Next” 
·  Enter the IP address (WAN address of the edgeBOX) or FQDN of the edgeBOX and press “Next” 
·  You may be asked if you want to use a Smart Card, if prompted select, “Do not use my Smart card” and press “Next” 
·  Check “Add a shortcut …” and press “Finish” to complete the client configuration 
·  Enter the username and password of the account created on the edgeBOX to authenticate with the edgeBOX 

 

The application may try to connect. If it does, simply close it down as there is an additional setting to make. 

·  In the Network Connections window (see next image), right-click the new connection and select properties.  
·  Select the Networking Tab 
·  Highlight “Internet Protocol (TCP/IP)” and press “Properties” button 

o This will popup a “General” panel 
·  Press “Advanced” on this panel to popup the “Advanced TCP/IP Settings” Panel. 
·  Make sure that the “Use default gateway on remote network” in Unchecked (see image below) 

 
Note: You cannot use the remote edgeBOX as a default gateway, hence the requirement for the previous bullet point. 
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				 buntu (Unix) PPTP Configuration 
 
Assume we have the following connection details: 

PPTP Server Name: pptp.edgebox.net 
VPN User Name: test (as created on the edgeBOX via the NAC panel) 
VPN Password: 1234 (as created on the edgeBOX via the NAC panel) 
Connection Name: edgeboxpptp 

 
·  Install the needed packages: 

sudo apt-get install pptp-linux network-manager-pptp 
·  Edit /etc/ppp/chap-secrets and add the following line to the end of the file: 

test     PPTP     1234     * 
Where “test” and “1234”are the username and password of the account you will use to login 

·  Create the file etc/ppp/peers/edgeboxpptp and append the following lines: 
pty "pptp pptp.edgebox.net --nolaunchpppd" 
name test 
remotename PPTP 
require-mppe-128 
file /etc/ppp/options.pptp 
ipparam edgeboxpptp 

·  Start the connection via: 
pppd call edgeboxpptp  

 
·  Disconnect from PPTP server via: 

killall pppd or kill {pppd-PID} 



edgeBOX How to Configure and use VPN’s 
 

Revision 1.4                         Page 12 
 

����PSec VPN Configuration 
 
As stated previously, IPSec VPNs are used to connect two private networks across the internet. IPSec may also be used to connect to a 
specific host.  
 
We will describe how to set up an IPSec connection between two edgeBOX’s, but you may configure an IPSec tunnel with any other 
device that supports IPSec tunnels. For further details on creating an IPsec tunnel between one edgeBOX and a Cisco VPN3000 
Concentrator equipment, please refer to Appendix A. 
 
Scenario: 
 
We have a main office and a branch office and wish the branch office to be able to access the main office network as if the branch 
office was part of the same network. 
 
To discriminate between the two offices, I will use “Office” for one edgeBOX and “Home” for the other edgeBOX. 
 
The traffic between the two edgeBOX’s may transmit corporate sensitive data and passwords which you wish to remain secure. 
 
A VPN IPSec connection between two edgeBOX’s will provide the secure connection between the two ‘offices’ by encrypting all 
traffic between the two edgeBOX’s. 
 
That is, IPSec traffic is encrypted over the WAN but not the LAN 
 
The two edgeBOX’s are required to allow the two ‘offices’ to share resources (eg web servers, mail servers etc). 
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The following diagram shows the network details: 
 

 
 
 

 
Note:   The two LAN networks which are connected via the VPN cannot be the same or part of the same subnet. 
 

 Both LAN networks have a 255.255.255.0 netmask 
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� onfiguring the two edgeBOX’s 
 

·  Login (as admin) to both edgeBOX’s 
·  Go to “Security” �   “VPN” �  “IPsec” menu. You should be presented with a panel similar to the one shown below: 

 

 
 

·  Press the start (bottom right) button (if the Service is not running) 
·  Select the Add button and fill in the forms as detailed in the following images: 
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Office  Home 
 
 
 
 
 
 

A descriptive name of the tunnel 
LAN Network address of local edgeBOX 

(CANNOT be the same subnet) 
Local LAN Netmask 

 
LAN Network address of remote edgeBOX 

(CANNOT be the same subnet) 
Remote LAN Netmask 

 
IP address of remote edgeBOX gateway 

 
 
 

PSK Key (They must be identical) 
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Office  

 
Home 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

The same Encryption methods must be used for both Office 
and Home edgeBOXes 

 



edgeBOX How to Configure and use VPN’s 
 

Revision 1.4                         Page 17 
 

 
 
 
 

The services which are checked, are services 
which will be accessible from the remote 

edgeBOX LAN 
 
Different Services options may be selected for 

the two offices. 
 

For example, “Office” may allow “Home” users 
access to the edgeBOX webserver, whilst 

“Home” may allow “Office” LAN users access 
to all Services on the edgeBOX 

   
 



edgeBOX How to Configure and use VPN’s 
 

Revision 1.4                         Page 18 
 

 
After pressing the Add button (on the Host panel), you will 
be presented with the following (empty): 
 

 

 
 

The above example allows computers from the 192.168.90.0 
network, access to port 80 (http). 

 
In the above example, I have allowed the Office access to the entire 
Home LAN network. 
 
In this case the remote office network is: 192.168.100.0 
 
 
Press OK to save the settings. 
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Office 
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Home 
 
The two edgeBOX’s should now have IPSec entries as shown in the two previous images.. 
 
To activate them, you should start the IPsec service (both units), by selecting the Start button (bottom right). 
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You also need to activate the specific tunnel (both units). To do this, highlight (by single clicking on it) the tunnel (eg Office) and 
click the Start button. 
 
Do the same for the Home tunnel. 
 
You should start both tunnels at the ‘same’ (otherwise the time to establish the tunnel may not be immediate) time. 
 
If the tunnel is created, the Active Tunnels panel will show the new tunnels.  
 
It may take 20-30 sec’s for all three tunnels to be established (you will need to refresh the screen, if they are not present). 
 
Note, three tunnels are created for a Network configuration, just one for a host configuration. 
 
Note: Only one tunnel may be established, if one end of the tunnel is not an edgeBOX (eg Cisco Concentrator). 
 

Office 
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Home 

 
 
This above image shows an example of the tunnel view from Home. 
 
Again, it may take 20-30 sec’s for all three tunnels to be established (you will need to refresh the screen, if they are not present) 
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 2TP VPN’s 

 
L2TP Tunnels are simple to create, provided you have an L2TP Server (recall that edgeBOX is an L2TP client), you will only need 
the following information: 
 

1. The L2TP server’s public IP address. 
2. A username and password. 
3. A Pre-shared Key 

 
To configure the L2TP VPN, log into the edgeBOX as the user “admin” 

·  Go to the “Security” �  “VPN” �  “L2TP” panel, as shown below 
·   
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Enter: 

·  Server IP: IP address of the L2TP Server 
·  Username: Username (on the server) used to authenticate the edgeBOX client 
·  Password: Password (on the server) used to authenticate the edgeBOX client 
·  PSK: Pre-Shared secret key (must match the one on the server) 
·  Keep Connection Alive: If checked, polls the server to maintain the connection 

 
Once you have started the service the edgeBOX will establish a connection with the L2TP server. 
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���� ore Information  
Below is a list of web sites with information on the VPN’s 
 

·  http://computer.howstuffworks.com/vpn.htm 
·  http://en.wikipedia.org/wiki/Vpn 
·  http://www.microsoft.com/technet/itsolutions/network/vpn/default.mspx 
·  http://tools.ietf.org/html/rfc2764 
·  http://www.vpnc.org/ 
·  http://vpn.shmoo.com/ 
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APPENDIX A 

����PSec VPN Configuration between an EdgeBOX and a Cisco VPN3000 Concentrator 

 
This appendix illustrates the configuration of a Cisco 3000 Concentrator, with the objective of establishing an IPSec tunnel with an 
edgeBOX. 
 
The scenario we will consider is analogous to the one described, when configuring the IPSec tunnel between two edgeBOX’s. So the 
guidelines describe here for the “Office” edgeBOX are very similar. But in this particular case, we will consider the “Home” endpoint 
to be the Cisco VPN3000.  
 
The following diagram describes the scenario: 
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� onfiguring the edgeBOX 
 

·  Login (as admin) to the edgeBOX 
·  Go to “Security” �   “VPN” �  “IPsec” menu. You should be presented with a panel similar to the one shown below: 

 

 
 

·  Press the start (bottom right) button (if the Service is not running) 
·  Select the Add button and fill in the form as detailed in the following image: 
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A descriptive name of the tunnel 
LAN Network address of local edgeBOX 

(CANNOT be the same subnet as the remote subnet) 
Local LAN Netmask 

 
LAN Network address of remote Cisco VPN3000 

(CANNOT be the same subnet) 
Remote LAN Netmask 

 
IP address of remote Cisco VPN3000 

 
 
 
 

PSK Key (Take note, it must be identical on Cisco’s side) 
 
 
 
 
 

Press OK to save the settings. 
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Default encryption methods 

 

 
Press OK to save the settings. 
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The services which are checked, are services which will be 

accessible to originating on the remote Cisco LAN.  
 

 
 

Press OK to save the settings. 
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After pressing the Add button (on the Host panel), define the 
Office LAN portion that should be visible on Cisco’s remote 
LAN. In this case, we allow the whole LAN segment. If you 
don’t want to specify any port, select “ALL” on Protocol. 
After applying the configuration you should be presented 

with this screen. 
 

 
 

Press OK to save the settings. 
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The edgeBOX should now have an IPSec VPN entry as shown. 
 
To activate, you should start the IPsec service by selecting the Start button (bottom right). 
 
If the Cisco is already configured, you can activate the tunnel on the edgeBOX, as described below. 
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You should start the tunnels on both IPSec Servers at the ‘same’ (otherwise the time to establish the tunnel may not be immediate) 
time, so it’s advisable to also prepare the Cisco VPN 3000 configuration in advance). 
 
First you need to activate the specific tunnel on the edgeBOX. To do this, highlight (by single clicking on it) the tunnel (eg Office) and 
click the Start button. 
 
If the tunnel is created, the Active Tunnels panel on the edgeBOX will show the new tunnels. It may take 20-30 sec’s for all three 
tunnels to be established (you will need to refresh the screen, if they are not present). 
 
Note, three tunnels are created for a Network configuration, just one for a host configuration. 
 
 

Office 

 
 
Again, it may take 20-30 sec’s for all three tunnels to be established (you will need to refresh the screen, if they are not present) 
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� onfiguring the Cisco VPN 3000 Concentrator  
 
On the Cisco endpoint, your configuration should resemble the screenshots that follow. Please note that we do not provide a detailed 
explanation of the configuration items on the Cisco equipment. For specifics on those and on how to access the configuration areas 
displayed on these screenshots, please refer to Cisco’s documentation. 
 
You must first configure the public and private interfaces on the Cisco. Below we illustrate base IP configuration for this particular 
scenario. 
 

     
 
 
The next pages of screenshots illustrate IPsec specific configuration areas. 
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Menu: Configuration -> Tunneling and Security -> IP sec -> LAN-to-LAN -> Modify
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Menu: Configuration -> Tunneling and Security -> IP sec -> LAN-to-LAN -> Modify (bottom) 

 

 
Menu: Configuration -> Tunneling and Security -> IP sec -> IKE Proposals -> Modify
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Menu: Configuration -> Policy Management -> Traffic  Management -> Security Associations -> Modify 
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Menu: Configuration -> Policy Management -> Traffic  Management -> Network Lists -> Modify (cisco segme nt) 

 

 
Menu: Configuration -> Policy Management -> Traffic  Management -> Network Lists -> Modify (edgeBOX seg ment) 


